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	Job details

	Job title
	Lead Fire ICT Engineer

	Job Reference
	21090

	Grade and Salary
	6 - £40,777 per annum (pro rata for part time)
This role includes performance related pay progression

	Service and Team
	Organisational Risk & Improvement – Fire ICT

	Location
	Ipswich East Fire Station, 17 The Havens, Ransomes Europark, Ipswich, Suffolk, IP3 9SJ – Onsite 

	Hours per week
	37

	Status
	Permanent 

	This role may offer the following flexible working options

	· Working part time hours (eg different hours/days to those advertised)
· Job sharing
· Working compressed hours (eg a nine-day fortnight)
· Term time working (including partial term-time working)
· Use of flexitime / time off in lieu
· Hybrid working options, including some home working
· Working from different Council buildings
· Working adjusted core hours (eg starting later and finishing later or other patterns)





	About us


As a modern and effective council, we understand the importance of being flexible and well-connected in the ways we work. We focus our ambitions on doing what’s right for people, our partners and our communities - both now and for the future. 

That’s why, as one of the largest employers in Suffolk, we believe in empowering everyone. Through career variety and collaborative working, accessible career paths and professional development. 

The support and care we offer encourages and enables you to be the best you can be. To make a meaningful impact on the world around you. To achieve a unique sense of pride in what you do, why you do it and where. Reimagine the possibilities.





	Main purpose of the job


This role forms an integral part of the Fire ICT Team which provides efficient and effective IT and communications systems for Suffolk Fire and Rescue Service (SFRS), working across partner agencies including Suffolk County Council’s IT team and neighbouring Fire and Rescue services through collaboration.

To provide leadership, comprehensive technical support and maintenance of the Fire and Rescue Service's ICT infrastructure, ensuring the reliable and efficient operation of systems critical to emergency response and operational effectiveness. This includes but is not limited to all fire and rescue related Information and technology including fire control centre, mobile risk data terminals, officer and crew alerting systems, prevention and protection technology software.

The Lead Fire ICT Engineer will coordinate the workload for the team of Fire ICT Engineers in troubleshooting, problem-solving, and implementing solutions to the highest standards, ensuring Service Level Agreement targets are met or exceeded.


	[bookmark: _Hlk34906451]About the team 


The Fire ICT Team focuses on the blue light element of Fire and Rescue Service systems, including systems which alert fire personnel to incidents, provide information to the incident ground using mobile data terminals on fire engines, allow communications through mobile phones, Airwave radios and WiFi and systems to capture information which can be used by other teams to monitor performance. The majority of desktop administration and provision including some corporate services such as e-mail are delivered by colleagues in Suffolk County Council’s ICT team.

The team is also responsible for the support, development and maintenance of the newly created Fire Control centre infrastructure. This solution and supporting infrastructure is managed in collaboration with the supplier (Motorola Solutions), Suffolk County Council IT alongside corresponding teams within the other Fire and Rescue services that form part of the Fire Control Collaboration hub.

The team is based at Ipswich East Fire Station but is responsible for equipment at all thirty-five fire stations across Suffolk along with the primary and secondary Fire Control locations.

The team is small but multi-disciplinary in nature and other colleagues will also be involved in similar and inter-dependant work activities. You may be required to assist colleagues in other areas of work as the whole team’s workload requires.








	What you will be expected to deliver in the role



System Maintenance and Support: 
· Coordinate the response to incoming incidents or service requests (via the ITSM solution, Email or phone) by taking ownership and allocation of tickets to Fire ICT Engineers.
· Act as an escalation point for tickets and the Fire ICT Engineers ensuring they are managed in a timely manner and further escalating to the Fire ICT Managers or appropriate third parties as required.
· Be responsible for effective day to day support relating to installation, configuration, troubleshooting, monitoring, updating and general support for IT infrastructure, networking, systems and data, including datacentre technologies.
· Undertake support tasks to cater for both 'off the shelf' systems and also IT systems that are bespoke/proprietary systems (hardware and/or software) that may have very specific considerations and requirements.
· Support the Fire ICT Managers in ensuring SFRS ICT Infrastructure, systems and data are proactively monitored to enable issues and incidents to be addressed and resolved minimising impact to users, whilst adhering to change enabling policies and procedures.

Communication Systems: 
· Lead the support and maintenance of specialised communication systems, such as radio systems, telephony (including ICCS), and emergency alerting systems.
· Troubleshoot and resolve issues related to communication systems, ensuring reliable communication during emergency incidents.
· Support the Fire ICT Managers in the implementation and maintenance of new communication technologies.

Security and Compliance: 
· Undertake monitoring to ensure that the provision of IT services to SFRS follow ITIL best practice guidelines.
· Implement and maintain security measures to protect the integrity and confidentiality of data.
· Undertake monitoring to ensure Fire ICT Engineers compliance with relevant ICT policies, procedures, and regulations.
· Assist in the implementation of disaster recovery and business continuity plans.

Project Work: 
· Provide leadership in ICT projects, including system upgrades, deployments, and implementations.
· Assist in the evaluation and selection of new ICT hardware and software.
· Document system configurations, procedures, and troubleshooting steps.

Documentation and Reporting: 
· Conduct regular reviews to ensure accurate records of system configurations, maintenance activities, and support requests are being undertaken on the ITSM tool.
· Generate reports on system performance and support activities and provide to the Fire ICT Managers as required.
· Create and maintain detailed documentation for all systems.

On-Call Support: 
· Participate in an on-call rota to provide out-of-hours support for critical systems.
· Ensure cover is maintained on the on-call rota by providing escalation as required.

Although this list provides examples of what you will be doing it’s not intended to be exhaustive, and you will have personal objectives linked to our People Plans and Strategies that will be discussed and agreed with your line manager when you start.


	Person Profile – what you will bring to the team



Qualifications and professional memberships
1. Relevant qualification at NVQ level 3, or equivalent level of knowledge or experience. Candidates without the relevant qualification will be required to gain a relevant qualification.
2. ITIL (IT Infrastructure Library) Foundation level or higher.

Values and personal qualities
3. [bookmark: _Hlk68683140]Demonstrates personal values and behaviours aligned to our corporate WE ASPIRE values.
4. Passionate about making a positive difference for Suffolk.
5. Exceptional customer service skills.
6. Ability to communicate both verbally and in writing professional, technical and complex information with a range of audiences at an appropriate level to customer understanding.
7. [bookmark: _Hlk203503567]Ability to think laterally and solve complex problems logically.
8. Able to motivate, mentor and support team members to develop a high-quality team, modelling and embedding positive behaviours and effective teamwork.
9. Ability to work in a pressurised environment dealing with at times highly challenging situations.

Specialist knowledge skills and experience
10. Experience in installing, configuring, and maintaining hardware and software.
11. Experience in network administration and troubleshooting.
12. Experience in managing and maintaining mobile devices
13. Strong knowledge of Windows operating systems, server environments, and Active Directory.
14. Knowledge of networking protocols and technologies (e.g., TCP/IP, DNS, DHCP, VLANs).
15. Knowledge of communication systems, including radio systems and telephony.
16. Knowledge and practical application of Cyber Essentials security standards.

Additional requirements 
17. A DBS check is required for this role.
18. Participation in the on-call rota to provide out of hours support to critical systems, for which additional payment will be made.

It would also be desirable to have
19. Proven experience in a similar ICT support role, within a public sector or emergency services environment.
20. Membership of an ICT professional body.

If you think you have what it takes to be successful in this role, even if you don’t meet all the criteria, please apply. We’d appreciate the opportunity to consider your application.


	Travel requirements


1. Due to the nature of this role, you will require a driving licence. A vehicle will be provided. 
2. Frequent travel to resolve issues at locations across the county and to attend meetings in the county, regionally and nationally on an occasional basis. 
3. This role will be worked on-site from a fixed base. The job details above list the location. If you want to discuss how that might affect your work, please talk to the contact person. 

	Our values – WE ASPIRE



[image: Suffolk County Council's WE ASPIRE Staff Values logo]

At Suffolk County Council our WE ASPIRE values set out the behaviours we expect from everyone in the organisation regardless of who they are, what their role or grade is or where they work.

The values have been developed through feedback and input from employees at the council and underpin how we go about our everyday work.  They define us and help us to be the best we can be.

Visit our careers pages for more information on our WE ASPIRE values.


	Our Customer Commitment
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In addition to our WE ASPIRE values, we also have a Customer Commitment which sets out a number of strong principles that help support high standards of customer service and care that we can all endeavour to consistently demonstrate.

For more information, view our Customer Commitment poster.


	More information for recruitment applicants



We offer a fantastic working environment including diverse and active staff networks,
great flexible working options and many benefits, as well as the opportunity to improve the lives of Suffolk residents. 

Visit the Suffolk County Council career website to learn more, including information about adjustments to recruitment processes, our interview schemes and other commitments to equality, diversity and inclusion.
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